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Abstract 
The extended use of software applications has aroused the need for more privacy aware 
information systems, so that individuals can feel sure that their data is protected. The 
privacy of an individual would be invaded without taking into consideration various 
privacy issues of a software application. There are many privacy issues, which should 
be addressed. This dissertation analyzes the need of creating privacy aware information 
systems and describes in a detailed manner the PriS methodology, a privacy require-
ments engineering methodology, which can be used to help the providers of an infor-
mation system to create a successful privacy aware information system. Also, a research 
about existing privacy requirements methodologies was conducted, which showed that 
there are not many CASE tools currently in the market and especially in the form of a 
mobile application. Thus, a mobile application was developed with the aim of address-
ing some inadequacies of existing privacy methodologies. The application utilizes the 
PriS methodology in order to assist developers to develop more privacy aware software. 
A mobile application gives the potentiality for the developer to work without internet 
connection and be portable. 
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1 Introduction 
Nowadays, almost everyone relies on information systems to do their work, homework, 
shopping, manage their bank accounts and do almost everything. Large enterprise com-
panies use information systems all the time to perform various tasks. Tools like cloud 
computing and other e-services are used more and more often and this results to the fact 
that everyone from one individual student to the biggest enterprise company to have the 
need to access the internet, hold several different datasets that are stored on the web, use 
various e-services and take part in various financial and social transaction. All this data 
that are stored or traveling on the web require special consideration since they may in-
clude sensitive personal data that shouldn’t be accessed by anyone else except their 
holder. [1] 
1.1 The need for Privacy 
Many recent surveys show that users feel that their privacy is at risk when they use var-
ious information systems and they feel that their confidential data may be compromised 
by malicious users. Even enterprise companies which usually use more advanced sys-
tems, fear that sensitive data may somehow fall into the wrong hands. The main users’ 
concerns are that unauthorized users may use or reveal personal information to third 
party users or companies and that their online behavior could be monitored for future 
targeted advertisements and respective website context creation. These privacy concerns 
lead to a negative effect on the degree of trust that users have for the providers of these 
information systems. Users have the need to feel safe in order to use an information sys-
tem or even browse a simple website. Recent surveys also have shown that a lot of users 
have already experience some consequences of unsuccessful privacy protection. The 
majority of the users, who have experienced such situations, have dealt with situation 
where their personal data were processed in a different way, they had issues due to in-
formation they have published, their privacy data such as their bank accounts have been 
compromised, they have been abused with spamming attacks or even they have been 
disqualified from professional or educational opportunities due to information they have 
published online. Furthermore, users sometimes fear that they cannot stay anonymous,  
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because the current information systems are inadequate for privacy protection and they 
should have the right to protect their anonymity when using the internet. So, they have 
started adopting various ways of protecting their privacy like removing browser cook-
ies, deleting old online posts or avoiding some websites that require real confidential 
data. Thus, privacy is very important and especially now that almost everyone and al-
most everything is connected on the internet. [2, 3]  
1.2 Privacy Concepts in Information Systems 
In order to achieve these privacy goals, the information systems should follow some 
standards, depending on the level of privacy that each information system is trying to 
achieve. Papers from the 1980s already include some privacy concepts like anonymity, 
unlinkability, unobservability and pseudonymity. So, an expressive and precise termi-
nology of the privacy concepts have been created in order achieve better progress in the 
field of privacy in Information Systems. The privacy concepts of an information system 
are authentication, authorization, identification, data protection, anonymity and pseu-
donimity, unlinkability and unobservability. These privacy concepts define the privacy 
level of each information system and the privacy fields and mechanisms that the provid-
ers should include in it. [4, 8] 
1.2.1 Authentication 
Authentication is a mechanism that is used when the system needs to know exactly who 
tries to access some information in order to determine whether it is a legit user or not. 
So, the user must prove their identity to the system. However, authentication does not 
determine what tasks the user is able to perform on the system, but just identifies who 
the user is. [5, 6] 
1.2.2 Authorization 
Authorization is a process by which the information system determines if the user has 
the permission to perform a task or access some data. It is very important, since not all 
legitimate users have access to all resources and services of the system. So, a user may 
be authenticated and have enter the information system correctly, but they may not be 
authorized to access some specific data. [5, 6] 
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1.2.3 Identification 
Identification is the privacy concept that the information system identifies the user. It is 
nothing more than claiming who the user is. This mechanism by itself is not authenticat-
ing or authorizing the user. But it is used along with the authorization and authentication 
concepts. [5, 7] 
1.2.4 Data Protection 
Data protection privacy concept is focused on the privacy of the user’s data. So, in order 
for the user to access their data, they should be correctly identified, authenticated and 
authorized to access these data. This concept is very important since users need to feel 
safe about their sensitive data and that they can only be accessed by them. [8, 9] 
1.2.5 Anonymity and Pseudonimity   
Anonymity concept is used to ensure that a user may use an information system without 
disclosing their identity. Thus, the user is not identifiable within a set of other users. It is 
very important for the privacy of the user, since a possible attacker cannot identify the 
who the user is. Pseudonimity is when a user is using a pseudonymous in order to ac-
cess an information system with which is both disclosing the user’s identity and still be 
authorized to use this system. So, the real identity of the user is not disclosed, thus the 
user remains anonymous. [4, 19] 
1.2.6  Unlinkability 
Unlinkability privacy concept is very important for the privacy of the user. With unlink-
ability a user cannot be connected to a specific action or data. So, even if a malicious 
user gain access to these information, they will not know to whom this information be-
longs. [4, 19] 
1.2.7 Undetectability 
Undetectability privacy concept is the state where not only the relations between the 
items of interest cannot be detected but also the item of interest themselves cannot be 
detected by the attacker. In contrast with anonymity and unlinkability where only the 
relations between the items of interest is hidden from the attacker. Undetectability is 
very important as it provides very high level of privacy to the user. [19] 
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1.2.8 Unobservability 
Unobservability privacy concept is the state where the user may use a resource or ser-
vice of an information system without others being able to observe that the resource or 
service is being used. So, in contrast with anonymity and unlinkability where only the 
relationships between the users and the items of interest are protected, the users and the 
items of interest are protected as well. [4, 19] 
1.3 Designing Privacy Aware Systems 
So, the success of an information system is clearly connected with the trust the users 
have on it. Gaining the trust of the users is quite difficult and depends on various varia-
bles. The users should feel safe the entire time they are using the system and this can be 
achieved by enhancing the information system with various tools which aim to protect 
the users. These tools aim to enhance the privacy of the information system, but in a 
way that they are not affecting the users in a negative way.  
On the other hand, each part of an information system does not need protection for all 
the privacy concepts, since this would be very challenging for the users. It is very cru-
cial to search and find the right privacy tools for the right parts of the information sys-
tem. Otherwise, the system could become difficult and frustrating and this could have 
the exactly opposite effect that the providers of the system would be trying to achieve. 
So, the line between designing a privacy aware system and designing a system that is 
hard to use is very thin. Designing the right privacy aware information system is about 
understanding what the users feel that it needs to be protected and complying with the 
users’ desires about handling their privacy information. Since, it is their right to decide 
if something should be private or not, or who could have access to it.  
Moreover, it is very difficult to determine which privacy solution best fits the organiza-
tional needs and the goal is to understand the relationship between the user’s needs and 
the capabilities of the information system. So, the key to success is to find this thin line 
and design the system with the right privacy tools in order to cover the right privacy 
concepts for each service and each part of the information system. This process should 
be done during the first faces of the designing of the system, in order to be easier and 
more cost efficient for the providers. There are several well-known methods which aim 
to analyze the privacy requirements of the entire information system and try to connect 
each part of the system to its privacy requirement needs. Tools like these, are very im-
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portant when designing an information system as they can find the right privacy con-
cepts for each service of the system, thus, recommend the right privacy tools for each 
part of the system, in order to develop a successful and easy to use privacy aware in-
formation system. 
1.4 The PriS Methodology 
The PriS methodology is a privacy requirement engineering method, which is able to 
help the providers of an information system to create a successful privacy aware infor-
mation system. PriS methodology can incorporate the privacy requirement of the infor-
mation system early in the development process of the system. PriS methodology con-
siders privacy requirements as organizational goals, it analyzes the impact of these pri-
vacy goals on the system processes and then tries to model the affected processes by 
using privacy process patterns and identify the best tools in order to implement these 
processes. This is very useful for the developers of the information system as for an ear-
ly stage they know which tools they are going to use and where in the system they are 
going to be implemented, in order to develop a privacy aware system that the users will 
trust. The PriS methodology is going to be further analyzed. [18] 
1.5 CASE Tool for Privacy Aware Systems 
A case tool that will assist the providers of the information systems in modeling privacy 
aware systems that are going to be safe and easy to use at the same time is very im-
portant. So, the goal of this dissertation is to present the implementation of a case tool 
for designing privacy aware information systems more easily and with the minimum 
possible cost and effort. The aim of this tool is to assist the designers of an information 
system by suggesting the best possible tools in order to implement the right privacy 
process patterns for each part of the system. The case tool is going to be a mobile appli-
cation which will use the PriS methodology. The fact that the case tool will be a mobile 
application, makes it even easier for designers, as they will have a powerful tool in just 
their pockets, which they could use from almost everywhere. This tool is going to help 
both the providers and the users of the information systems. The providers will be able 
to achieve the privacy requirement that are needed in order for their system to be trust-
worthy, thus popular and successful. While the users will feel safe and trust the infor-
mation system, which will make their experience less stressful. [18] 
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2 Literature Review 
It is very important for the designers of either a simple application or a huge infor-
mation system to have assistive tools when they are designing and developing their 
work. The process of building an information system could become easier and more 
cost efficient as these tools not only are able to reduce the working time and effort to 
produce an information system, but also prevent a lot of errors or faulty business logics. 
Especially when it comes to security and privacy awareness of an information system, a 
tool that is going to assist for the best possible security and privacy of the users’ confi-
dential data is essential. 
2.1 Computer Aided Software Engineering 
This assistive tools made for the developers of a system, are called CASE tools which 
stands for “Computer Aided Software Engineering”. CASE tools are assistive software 
programs which assist in the process of designing and developing an information sys-
tem. They try to aim to specific areas of the information system from the early stages of 
the development of the system till the end. Designers, developers, testers, planners and 
managers can take advantage of them as all aspects of the software lifecycle can be sup-
ported by CASE tools. [10, 11] 
 
 
Figure 1: Fields that can benefit of a CASE tool 
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They are especially useful for large and complex projects but also smaller ones could be 
benefited. The idea of CASE tools originated back in the 1970s but they have become 
very popular nowadays that information systems and requirements have become more 
complex and demanding. More recently CASE tools have had to include visual pro-
gramming tools and object-oriented programming. Some typical CASE tools examples 
are Code Generation tools, UML editors, Refactoring tools, Requirements Engineering 
tools, etc. Furthermore, CASE tools could be very helpful in the field of security and 
privacy awareness of an information system. They can assist in making an information 
system which users can trust by taking into consideration all aspect of the security and 
privacy during all the process of making the system. [10, 11] 
2.2 Existing CASE tools for Security and Privacy 
Requirements Engineering 
Furthermore, when it comes to security and privacy of an information system it is very 
important that all aspects of the system will fully utilize security and privacy. Because, 
even one single security hole could massively reduce reputation of the information sys-
tem, as well as the level of trust that the users have. So, using a CASE tool in order to 
help achieving the maximum level of security and privacy of an information system is 
almost essential, especially in large commercial information systems. So, security and 
privacy CASE tools are becoming more and more popular. 
2.2.1 ST-Tool: A CASE tool for Security Requirements Engineering 
The ST-Tool is a CASE tool for design and verification of functional and security re-
quirements. The ST-Tool is using the Secure Tropos methodology, which is an agent-
oriented software development methodology. The Secure Tropos methodology it mainly 
aims at both the organization and the system, with respect to functional and security re-
quirements. So, the ST-Tool is mainly composed by two parts. The ST-Tool kernel and 
the external solvers. The ST-Tool kernel has the main architecture of the tool, which 
consists of three pars and each part has a number of modules. [12] 
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Figure 2: The ST-Tool kernel architectrure 
The ST-Tool also provides a graphical user interface which consists of mainly the editor 
module which is the key component of the tool. Through the Editor module the design-
ers are able to edit the Secure Tropos models as graphs, which is very useful, since the 
designers not only are able to easily manage the actor, the services and their relation-
ships but also take a good look of the overview of the system and understand better the 
security requirements of the whole information system. [12] 
 
Figure 3: The ST-Tool graphical user interface 
Some other key components of the ST-Tool are the Graphical-layer Manager module, 
which aims to manage graphical objects, the Data-layer Manager module, which is re-
sponsible for maintaining the data that correspond to the graphical objects, the Integrity 
Checker module, which is searches for incomplete relations and services that are not 
involved in any relation and warns the designers about them. There are also, the Formal 
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Tropos module and the Datalog module, which are able to check if the model satisfies 
some general rules and properties. Finally, there is the Datalog Front-end Module, 
which uses some external datalog servers in order to provide support to the designers. In 
general, the ST-Tool is trying to provide to the users a visual framework where they can 
draw functional and security requirements, formalization support in order to translate 
models into formal specifications and analytic capabilities. [12] 
2.2.2 SecTro: A CASE tool for modeling Security in Requirements 
Engineering 
SecTro is another CASE tool which was designed in order to help the designers of an 
information system to make it as secure as possible by modeling the security require-
ments. It assists the developers of an information system in the construction of the ap-
propriate models of Secure Tropos. SecTro is also using the Secure Tropos methodolo-
gy, which is an extension of Tropos methodology and it considers the security through-
out the whole development process, which is very important in building a secure and 
trustworthy information system. SecTro is a standalone CASE tool application which 
was built with Java programing language and it can be executed across different plat-
forms. [13] [14] 
 
Figure 4: The SecTro CASE tool 
The SecTro tool has a graphical user interface and its workspace consists of a drawing 
canvas in the center, where someone can draw all the Secure Tropos models and their 
dependencies. The user can easily make a graphical representation of the whole system 
and monitor it through the whole development process. The SecTro CASE tool graph-
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ical user interface also consists of some toolbarsm the project explorer and all the prop-
erties. The main features of the SecTro tool are aiming to help the designers and devel-
opers of the system with the modeling of Secure Tropos. Thus, it gives the ability to the 
users to perform security reference modeling, security constraint modeling, secure enti-
ties modeling and secure capabilities modeling. So, the users are able to draw all these 
models on the canvas of the tool, which makes it easier to implement and follow all the 
security requirements of the information system that they are going to create. [13, 14] 
 
Figure 5: SecTro tool security reference modeling 
Also, the SecTro tool has the ability to check the rues and the constraints of the models 
and inform the user if any issue or error arises. Furthermor, it has a feature called Sec-
Tro assistant panel, which can help the users learn and understand the rules and con-
straints of the Secure Tropos models. In this way the users are able learn in more depth 
the Secure Tropos process while they are using the tool. Finally, one of the most im-
portant features of SecTro tool is that in the final steps of the development of an infor-
mation system it performs some attacks testing cases in order to check that everything is 
working as expected and the information system is indeed safe and secure. This feature 
is very important as it is very common to have security holes which are caused by a 
human error in the development process of the information system. So, by testing the 
design of the system against the security requirements can eliminate some of these is-
sues. In general, it looks like a good tool that can assist the analysts that are not very 
familiar with the Secure Tropos methodology to create a safe and secure system. [13, 
14] 
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2.2.3 SQUARE process for Privacy Requirements Engineering and 
PRET tool 
 
The Security Quality Requirements Engineering, also known as SQUARE, is a method-
ology which aims to help in the engineering of the privacy system requirements of an 
information system. It was created by the CERT program at the Software Engineering 
Institute, which is part of the Carnegie Melon University. The SQAURE methodology 
is able categorize and prioritize the security requirements of an information system dur-
ing the early stages of the development process of the system and also analyze the secu-
rity aspects of the system. The PRET, which stands for Privacy Requirements Elicita-
tion Technique, is a tool which is used along with the SQUARE methodology in order 
to establish a process for privacy requirements engineering. The SQUARE methodology 
consists of nine steps, but there are slightly modified in order to match the privacy re-
quirement aspect of the tool. [15] 
 
Figure 6: The SQUARE methodology steps 
So, the process begins with the agreement on the definitions where the participants of 
the development of an information system should agree and create a list of terms in or-
der to eliminate possible different perspectives within the team. At the second stage the 
user should identify the privacy assets and goals of the system and prioritize them. Then 
all the participants of the system should gather all the relevant artifacts for the system, 
such as Use Case scenarios and diagrams, system architecture diagram, etc. The process 
goes on with step four, where the risk assessment for privacy and security requirements 
takes place. The vulnerabilities and the possible threats of the system are identified and 
also the possibility and the consequences of an attack are being considered. Then the 
elicitation technique that is going to be used on the stakeholders of the project should be 
selected in order to proceed. In this step also a list of the privacy requirements and their 
priorities is created. Then, in step six, there is the elicitation of the privacy requirements 
of the system through the PRET tool questionnaire. The stakeholders of the system 
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should answer to this questionnaire and then the results of the PRET tool are produced 
where the privacy requirements are shown. [15] 
 
Figure 7: PRET tool questionnaire 
After the security requirements are produced, they are categorized at step seven in order 
to help the next step of the process. So, at step eight, the categorized privacy require-
ments are prioritized and some of they are excluded because of limited time, resources 
or budget. Finally, on the last step the privacy requirements are inspected and through 
the inspection some defect are removed and some ambiguous parts of the system can 
become clearer. So, the final result is a privacy requirements document that has been 
agreed and approved by both the stakeholders and the developers of the information 
system. This is a very useful tool, as it can not only help in the process of making a se-
cure and private system but also make the process of discussing and agreeing on key 
aspects of the system with the stakeholders a lot easier. [15] 
2.2.4 PMRM PMA Tool: A Use-Case tool to support Privacy Re-
quirements Engineering 
 The PMRM PMA tool is another CASE tool which aims to support the engineers of an 
information system to successfully include privacy and data protection concepts in the 
information system. It is developed as an open source tools through the OASIS reposi-
tories and anyone can download and use it even if they are a member of OASIS or not. 
It aims to become even better with time through the public contribution of the tool par-
ticipants. The PMRM PMA tool supports the Privacy Management Analysis process of 
the PMRM specification which is conducted with various stakeholders of the system 
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such as the product owner, the architect, the developer and the business analyst. It goes 
through the eighteen PMRM tasks in order to generate appropriate output and help the 
designers to build an information system that fully utilizes the privacy requirements. 
[16] 
 
Figure 8: The PMRM Methodology 
All the information that is gathered is able to provide dynamic organization and ar-
rangement of the relations between the elements and provide dynamic visualizations of 
the elements. Also, the ability to exchange the information between privacy profession-
als can help even further to the development of a privacy aware information system. 
However, this tool seems to be a work in progress and all interested parties are able to 
support to the development of the PMRM PMA tool. [16] 
2.2.5 PriS Tool: A CASE tool for Privacy-Oriented Requirements 
Engineering 
The PriS tool is another CASE tool which aims to help in the engineering of security 
and privacy requirements by incorporating privacy requirements early in the develop-
ment process of an information system. It provides the ability to model privacy re-
quirements and assist the developers of the system by providing design capabilities of 
the goal and process model. The PriS tool is using the Formal PriS methodology, which 
is a security requirement engineering method that aims to incorporate the privacy re-
quirements even by the first steps of the development process of the system. The Formal 
PriS methodology is going to be explained and analyzed in depth in the following chap-
ter as it is the methodology that is going to be used in order to create the CASE tool 
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which this dissertation is referred to. So, the PriS tool is created using Java language 
and its main characteristic is that it supports a user-friendly interface by providing a dy-
namic way to draw and represent the tree model of the PriS methodology. It also in-
cludes some mechanisms that aim to help the users by providing error recognition 
which is very important in order for the users to understand their mistakes early on. [17] 
 
Figure 9: The PriS tool tree editor 
So, the users of the tool are able to easily design the goal and process tree as they can 
add and remove nodes very easily through the graphical use interface of the tool. After 
the tree has been designed, the privacy requirements are added on each goal and with 
the PriS methodology the privacy requirements of each process are defined. Finally, the 
tool offers some possible technologies in order to implement each privacy requirements 
for each process. The PriS tool is a very good and user-friendly tool which is able to 
support the users from the early stages of the development of an information system and 
help them create a privacy aware information system. [17] 
2.3 Mobile apps CASE tools 
After search in Google Play store and iOS App store it seems that there are no mobile 
apps CASE tools. Nowadays that the technology has moved on and the mobile devices 
have become very powerful a CASE tool could be made for such a platform. Mobile 
apps have a lot benefits as they are mobile and everyone can use it as long as they have 
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a mobile device and almost everyone nowadays own at least one mobile phone or a tab-
let. So, it is very important that a CASE tool for privacy aware information systems 
should be created which everyone will be able to use it by just downloading it at their 
mobile phone. In this way, it would be easier for all designers and developers from even 
small applications to large commercial software to create privacy aware information 
systems.  
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3 PriS Methodology 
The PriS methodology is a privacy requirement engineering method, which is able to 
help the providers of an information system to create a successful privacy aware infor-
mation system. PriS methodology can incorporate the privacy requirement of the infor-
mation system early in the development process of the system. PriS methodology con-
siders privacy requirements as organizational goals, it analyzes the impact of these pri-
vacy goals on the system processes and then tries to model the affected processes by 
using privacy process patterns and identify the best tools in order to implement these 
processes. [18] 
 
Figure 10: PriS Methodology 
This is very useful for the developers of the information system as for an early stage 
they know which tools they are going to use and where in the system they are going to 
be implemented, in order to develop a privacy aware system that the users will trust. It 
also provides with an overview of the information system by just looking at the tree 
model that is created. [18] 
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3.1  PriS Conceptual Framework 
At the majority of the privacy enhancing technologies the connection between the or-
ganizational processes which are affected by the privacy requirements and the support-
ing software systems are not very clear. This is an obvious drawback when it comes to 
the point of deciding which software solution is the best the organizational needs of the 
system and furthermore selecting alternative solution. The PriS methodology is able to 
solve this issue by providing a set of concepts for modeling the privacy requirements of 
an information system in the organizational domain of the system and also provides the 
ability to translate these requirements into system models. So, the conceptual models 
that is used in PriS methodology is mainly based on the Enterprise Knowledge Devel-
opment framework, which is used for developing and documenting organizational 
knowledge. [18] 
 
Figure 11: PriS conceptual framework 
So, the PriS methodology model system requirements as goals which are generated due 
to issues and they can be high-level or strategic goals. Also, there are the privacy goals, 
which are the same with the enterprise goals, but they should conform to some specific 
privacy requirements. Both enterprise goals and privacy goals have an impact on each 
other in the process of making the information system. All these goals can then be de-
composed to other simpler operational goals by creating a tree of goals and sub-goals 
which are connected with AND/OR relationships. Furthermore, two goals are able to 
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interfere with each other by support their mutual achievement or they may be in conflict 
with each other. These goals in the process of creating the information system can either 
be modified or rejected and additional goals may be created. Then these goals are real-
ized by processes which follow some process patterns depending on the privacy re-
quirements of the goals that they try to implement. [18] 
3.2 PriS Way of Working 
So, at the first steps of the PriS methodology a number of stakeholders and decision 
makers are trying to identify the privacy goals that are relevant to the specific organiza-
tion. These stakeholders and decision makers are aiming to identifying the basic privacy 
concerns and generate by them to the basic privacy requirements. Then on the second 
step of the PriS methodology, the impact that these privacy requirements have on the 
organizational goals is analyzed and the impact of the privacy goals on the processes 
that are going to implement these goals is examined and characterized as privacy related 
processes. [17, 29] 
 
Figure 12: PriS way of working 
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Then there is the third step of the PriS methodology where the privacy related processes 
which have been identified, are being modeled based on the privacy process patterns of 
each process. At the last step of PriS methodology, the system architecture that best 
supports the privacy related processes is defined and the recommended implementation 
techniques that best suits the corresponding processes are identified based on the priva-
cy process patterns of the corresponding processes. [17, 29] 
3.3 Process Patterns 
A process pattern is a set of activities and tasks which is followed in the software devel-
opment cycle. So, it can be further explained by checking the meaning of the two 
words. A process is the steps that should be followed in order to achieve a task and a 
pattern is a standard way of solving a specific type of issue. A business process pattern 
is a generalized process model which can be used to assist the processes of the system 
during implementation. The PriS methodology is using eight process patterns, whch are 
Authentication, Authorization, Identification, Data Protection, Anonymity or pseudo-
nymity, Unlinkability, Undetectability and Unobservability. [28, 29] 
 
Figure 13: Authentication process pattern 
 
Figure 14: Authorization process pattern 
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Figure 15: Data Protection process pattern 
 
Figure 16: Anonymity / Pseudonymity process pattern 
 
 
Figure 17: Unlinkability / Undetectability process pattern 
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Figure 18: Unobservability process pattern 
Each process pattern for every privacy concept is used in order to make the information 
system as safe and privacy aware as possible. The process patterns are calculated by the 
PriS methodology based on the privacy requirements of the privacy goal that each pro-
cess is implementing. [29] 
3.4 Process Patterns to Implementation 
Each process pattern described in the previous chapter has some implementation tech-
niques which are able to fulfil the privacy requirements needs of each privacy process 
pattern. [29] 
 
Figure 19: Example of implementation techniques per process pattern 
So, the PriS methodology tries to provide to the stakeholders with a set of recommended 
implementation techniques for each privacy process based on the privacy process pat-
terns that the process needs to implement. 
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3.5 Formal PriS 
So, Formal PriS aims to provide a consistent, unambiguous and precise way of repre-
senting all the PriS concepts and also provide the basis for useful tool support for PriS 
steps. The following chapters are formally explaining the four PriS steps which were 
described in chapter 3.2. [17, 18] 
3.5.1 Elicit Privacy Related Goals 
The conceptual model of PriS methodology is using a goal hierarchy structure and more 
specifically a goal graph structure since besides the AND/OR relationship, there is also 
the CONFLICT/SUPPORT relationship which can also be applied to goals that belong 
to the same level of hierarchy. So, the goal model can be described by an acyclic graph. 
The directed acyclic graph V=(G,E)  is defined for representing the goal model. [17, 18] 
V = ({G1, G2, G3, …, Gn-1, Gn}, {E1, E2, E3, ….., Em-1, Em}) 
The G set is the total of all the goals and sub-goals of the system as they are defined by 
the system stakeholders. So, in every privacy goal a set of eight values is applied which 
represents the privacy requirements of each goal. The E set contains all the relationships 
between the identified goals of the hierarchy. For every relationship there are three val-
ues which defines this relationship. First the parent goal is mentioned, and it is followed 
by the child goal. Then, the third value represents the type of relationship between these 
two goals which could be either OR, AND, Positive Influence or Negative Influence. 
Every relationship type is expressed by a value from 0 to 4 depending on the relation-
ship types that are mentioned above respectively. If the zero value is assigned, it means 
that there is no connection between the two goals. For example, E1 = (G1, G2, 2).  Al-
so, by defining the relationships among the goals, the goal hierarchy is also defined 
since the more abstract goals belong to a higher level than their children. [18] 
Then, the privacy goals need to be defined, so, eight variables (PV1, PV2 to PV8) are 
introduced in order to define the privacy requirement of each privacy goal. These varia-
bles can take two values, either 0 or 1, depending on if this privacy requirement needs 
to be implemented or not for this goal. Thus, the following variable have been defined, 
PV1 for Authentication, PV2 for Authorization, PV3 for Identification, PV4 for Data 
Protection, PV5 for Anonymity or Pseudonymity, PV6 for Unlinkability, PV7 for Unde-
tectability and PV8 for Unobservability. So, each goal is assigned with these eight val-
ues. Also, if the goal has children, these values affect all its child goals as well. [18] 
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So, (Gi = {PV1, PV2, PV3, PV4, PV5, PV6, PV7, PV8}). 
3.5.2 Analyze the Impact of Privacy Goals on Business Processes 
So, then we have the processes which realize the goals that are defined in the previous 
step. Every process is able to implement more than one operationalized goals and it be-
longs to set of processes which called the P set. The P process contains all the processes 
of the system. [18] 
P = {P1, P2, P3,……, Pk-1m Pk} 
So, first a link between the privacy related goals and the processes which implements 
these goals should be identified. By doing this, two tasks are accomplished. The identi-
fication of the privacy related process and the creation of the links between the privacy 
related goals and these processes. Next, the privacy process patterns need to be applied 
for each privacy related process. So, eight process pattern variables are being introduced 
(PP1, PP2 to PP8), which share the same logic like the privacy variables and they are 
PP1 for Authentication Pattern, PP2 for Authorization Pattern, PP3 for Identification 
Pattern, PP4 for Data Protection Patterns, PP5 for Anonymity or Pseudonymity Pattern, 
PP6 for Unlinkability Patters, PP7 for Undetectability Pattern and PP8 for Unobserva-
bility Pattern. These variables can take two values, either 0 or 1, depending on if this 
privacy process pattern needs to be implemented or not for this process. So, each pro-
cess is assigned with these values (Pi = {PP1, PP2, PP3, PP4, PP5, PP6, PP7, PP8}). 
[17] [18] 
3.5.3 Model Affected Processes Using Privacy Process Patterns 
At the next step formal PriS tries to assign to the affected processes the process patterns 
that match to each privacy process. So, the eight privacy requirements variables of eve-
ry sub-goal are calculated in order to calculate the process patterns of each process.  The 
process patterns are calculated based on classification and they are separated into two 
main groups. The first four which are authentication, authorization, identification and 
data protection consist the first group and only one of the is selected based on the for-
mula that data protection > identification > authorization > authentication. So, if a pro-
cess has the privacy requirements authentication and authorization, the process pattern 
authorization is going to be selected. And the second group consists only of unlinkabil-
ity and undetectability with the relation undetectability > unlinkability. So, if a process 
need to implement both privacy requirements, only the process pattern of undetectabil-
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ity needs to be selected. Then we have anonymity and pseudonymity which is not in-
volved in the realization of the above process patterns. Last, we have unobservability 
process pattern which is a combination of anonymity/pseudonymity and undetectability. 
So, for example, if a process needs to implement both anonymity and undetectability, 
the process pattern unobservability is selected. [17, 18] 
G’ = Gi v Gj v …. v Gk 
PV’1 = [PVi1 v PVj1 v … v PVk1] 
However, more privacy goals are able to be realized by the same process. So, in that 
case, based on the above definition, formal PriS takes tha maximum value of the priva-
cy variables of every goal that is related and creates the goal G’ which consists of the 
maximum value of every privacy variable. [17] 
3.5.4 Identify the techniques that support the processes 
At the last step of formal PriS, the implementation techniques that are going to realize 
the process patterns of each privacy process. So, every implementation technique is as-
signed with eight values based on the privacy process patterns that is able to fulfill. So, 
PriS methodology checks the privacy process patterns that each privacy process has and 
for every process pattern it suggests a number of implementation techniques that are 
able to fulfill these process patterns according to their respective values. Also, PriS has 
the ability to either suggest implementation techniques for each process pattern or im-
plementation techniques that are able to fulfill all process patterns of a specific process. 
However, PriS methodology does not select the best methodology out of the recom-
mended ones, as this is done by the developer who is able to take under consideration 
other factors as well. [17, 18] 
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4 CASE Tool Implementation 
A mobile application that is going to fulfill the need to have a mobile case tool that can 
help the developers and designers of information systems to create privacy aware appli-
cations has been created, which uses the PriS methodology. In this chapter the imple-
mentation of the application is going to be explained and justified as long as all the fea-
tures of the application.  
4.1 Code Implementation 
First of all, a decision had to be made between a cross platform code implementation or 
a native code implementation. Although, a cross-platform implementation maybe was 
easier and an application for multiple platforms could have been produced, native code 
implementation was used and more specifically Android. This decision was made be-
cause with a native code implementation the maximum experience for the users is en-
sured because not only native code is able to perform faster than interpreted code, but 
also provides full access to all the platform’s features and abilities. Screens and layouts 
perform much better with native code and everything is working as intended. A lot of 
well-known applications have started as cross platform applications and later noticed 
that they had to move on with separate native applications for the different platforms 
due to the poor user experience of the cross-platform applications.  
4.1.1 Android 
Android is a mobile operation system that was developed by Google based on the Linux 
kernel and it is designed primarily for touchscreen mobile devices. Android is also a 
partially open source operation system. Nowadays, Android is by far the most popular 
operation system among the mobile devices in the smartphone OS market share with 
more than 80% of the mobile devices in 2016 running Android operation system. Alt-
hough Apple tended to dominate the market in the initial stages, it is now clearly domi-
nated by Android. Also, it seems that Android has a more market share in rapidly de-
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veloping nations like Asia and Africa, while iOS has more market share in developed 
countries like US, Canada and Australia. Europe seems to be divided, as Android and 
iOS are battling for the lead and some countries have a larger market share for Android 
while others for iOS. [20, 21] 
 
Figure 20: Smartphone OS Market Share 
 
Figure 21: Geographical Distribution of Android and iOS Market Share 
 
Also, there is a variety of mobile phones that are using Android operation system, while 
iOS is only used by Apple products, such as iPhone. So, a CASE tool that will be used 
in order to assist people in developing more privacy aware applications would be better 
to be on Android, since there are more Android devices, thus more users that are using 
Android instead of iOS. So, by selecting Android the application is offered to a larger 
number of users. [20] 
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4.1.2 Design Architecture – MVC 
A software architectural pattern is a general and reusable solution to a common problem 
in software architecture within a given context. A software architectural pattern can help 
in creating an information system by addressing various issues in software engineering. 
One of the most known software architectures is the MVC, which is mainly used in An-
droid application development. MVC is a software architectural pattern for implement-
ing user interfaces. It divides an application into three interconnected parts. The model, 
the view and the controller. [22] 
 
Figure 22: MVC Components 
• The Model represents the logical structure of the data in a software application 
and the association with the higher-level classes. 
• The View represents the elements in the user interface. 
• The Controller represents the classes which are connecting the Model and the 
View and it is used to communicate between the Model and the View. 
 
The MVC architecture has a lot of advantages because of the way it is working such as: 
• The fact that the three components are separated makes a lot of parts of an appli-
cation reusable in other applications. 
• The logic of the application is separated from the user interface for better han-
dling of all the parts of the application. 
  -35- 
• Many user interfaces could be made that are all using the same model without 
worrying about the code implementation. 
• The application is able to be created and improved in parallel as more than one 
group of people can work on the application without interfering with each other 
due to the fact that the three components are separated. 
• Changes in the user interface can be made very easily without the need to inter-
fere with the other parts of the system. 
• All views are representing the current state of the model. 
So, the MVC architecture was used in this CASE tool application, as it has a lot of ad-
vantages and it can be very useful in developing and maintaining an information sys-
tem.  
 
4.1.3 Android Studio 
Android studio is the official integrated development environment (IDE) for developing 
Android applications. It is built on JetBrains IntelliJ IDEA software and it is designed 
specifically for Android development. Android studio was used in order to develop the 
PriS CASE tool application since it is essential in developing an Android application. 
[22] 
 
Figure 23: Android Studio 
It provides to the developer with all the essential tools that are needed in order to create 
an Android application and many tools that can assist the developer in creating better 
application in a user friendly and easy to use environment. [22] 
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4.1.4 JAVA programming language 
Java programming language is one of the most popular and one of the bets computer 
programming language and it is also mainly used in Android development. Java is a 
powerful object-oriented programming language which is also used a lot for client serv-
er applications and various information systems. [24] 
 
Figure 24: Java Programming Language 
Java programming language was used in developing the PriS CASE Tool as it has been 
developed in Android and Java is the main programming language in Android applica-
tion development. [24] 
4.1.5 Other Libraries 
 Also, some other libraries where used in the development of this CASE Tool. For the 
implementation of the Goal and Process tree, the AndroidTreeView by “bmelnychuk” 
was used. It is a tree view implementation for android which helps in visualizing a tree 
view structure on an android application. The nodes of the tree are fully customizable, 
so that any desirable components can be added in them, thus making this library ideal 
for the PriS Case Tool. Also, AndroidTreeView library support 2D scrolling on both 
dimensions, collapsible trees, selection mode for nodes and dynamic adding and remov-
ing nodes. However, it doesn’t support dynamic node editing and this was the tricky 
part in developing this application as a custom implementation had to be developed in 
order for the application to be able to handle dynamic node editing. [25] 
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Also, the SnappyDB library was used in order for the user to able to save and load their 
models and be able to manage their work easily.  
 
Figure 25: SnappyDB vs SQLite speed comparison 
SnappyDB is a key-value database for Android and it is an alternative for SQLite if a 
NoSQL approach is needed. It is able to store primitive types as well as serializable ob-
jects or arrays and it can outperform SQLite in read and write operations. [26] 
Finally, the iText PDF library is used in order to produce a PDF file with the calculated 
results of the PriS Tool, so as the user can present them to others and make their life 
easier in creating a privacy aware information system.  
 
Figure 26: iText PDF software 
iText software is a world-leading specialist in programmable PDF software and iText 
PDF is one of the best free to use libraries, which can help developers to  integrate PDF 
functionalities within their applications. [27] 
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4.2 Implementation of the Application 
The application that was developed in the concept of this dissertation is a mobile CASE 
Tool which aims in aiding the designers and developers of an information system in or-
der to be able to create more and more privacy aware information systems.  
 
Figure 27: PriS Tool First Screen 
The application is making use of the PriS methodology in order to create a tree of goals 
and processes. The privacy requirements are added to  the Goals and according to the 
PriS methodology the processes inherit these privacy requirements in order to build the 
process patterns. The mobile PrisTool application has a lot of features which are trying 
to assist the creators of the information systems not only in creating privacy aware sys-
tems but also in the process of creating a complete information system. 
4.2.1 PrisTool Editor 
The main feature of the application is the editor where the user is able to create a tree 
view of the goals and sub goals of the whole information system as well as the process-
es that are going to be implemented in order to fulfill these goals.  
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The editor page consists of a tree structure of the goals and processes of the system. 
Each node has the following components 
 
 
Figure 28: PrisTool Editor page 
. An arrow that indicates if the tree structure is open or closed at that point, an icon to 
indicate if the specific node is a Goal node or a Process node, an overview of the priva-
cy requirements of the goal or process by visualizing them with red and green dots and 
a button which is used in order for the user to be able to see more info about each goal 
or process by pressing on it. 
 
Figure 29: Goal information panel 
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In this way the user is able to understand by just seeing the tree in the editor page all the 
essential information of a goal or a process without having to navigate to another page 
and if they want further information of a specific goal or process, they are can press the 
“info” button and see all the information of the desired goal or process. At this infor-
mation panel the user can observe for a specific goal the title, the description, the con-
nection with the parent goals and the children goals, the privacy requirements and the 
influences by other goals.  
 
Figure 30: Process information panel 
For a process, the user is able to observe only the title, the description and the privacy 
requirements since the rest information are only used for the goals. It is very important 
that the user can get all the essential information by just looking at the tree and only if 
they want further information then they would have to make a further action to reveal 
these information in order to be able to work faster and more efficient. Also, the user is 
able to expand and collapse the goals and process nodes of the tree so as only the de-
sired nodes are visible at any given time.  
Furthermore, at the editor page the user is able to add a new goal or a new process or 
edit an existing one. This can be performed by long pressing on an existing node. 
 
Figure 31: Goal/Process action bottom menu 
So, by long pressing on an existing goal or process, a menu appears from the bottom of 
the screen with the following actions. From there the user is able to add a sub goal at 
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this current goal, add a process at this current goal, edit the current goal or process or 
delete it. 
4.2.2 Adding a new Goal 
When the user presses the button to add a new sub goal, the add goal screen appears. 
Here the user is able to create a new sub goal by inserting a title for the sub goal, a de-
scription, the connection with its children which can be AND connection or OR connec-
tion and the privacy requirements of the goal.  
 
Figure 32: Add Goal page 
Also, there are three buttons, the Add Influences button by which the user is able to add 
influence connections with other goals which can be either Conflict type or Support 
type, a button to save the new sub goal and add it to the tree and the cancel button. 
In the Privacy Requirements section of the Add Goal page, the user is able to enable and 
disable the privacy requirements that apply to this specific goal. However, as seen at the 
above screenshot, some privacy requirements are disabled. This means that these priva-
cy requirements apply to the parent goals of this new sub goal, thus they cannot be disa-
bled due to the hierarchy of the PriS methodology. 
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Also, if the user presses the Add Influence button, a pop up dialog appears, where the 
user is able to select a goal of the existing ones through a list of all the existing goals 
and a conflict type, which can be either Conflict or Support.  
 
Figure 33: Add Influence to Goal 
Then by pressing the Add button the influence is added to the goal. Also, if there was an 
existing influence goal for this specific goal, the user would be able to delete it by press-
ing the Delete button of this dialog. 
4.2.3 Add a new Process 
When the user wants to add a new Process the application first checks if there are any 
existing processes in the tree. If this is the first process to be added, so there is no other 
process available the add process page appears. Otherwise a pop up dialog appears ask-
ing the user if they want to add an existing process to another part of the tree or create a 
new one. 
 
Figure 34: Add a process dialog 
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At this dialog the user is able to either select an existing process from a drop-down list 
that has all the available processes and press the Add button. When selecting to add an 
existing process the privacy requirements of this process are recalculated in order to 
match all the existing instances of this process according to the PriS methodology. If the 
users want to create a new one, they can press at the Create New button which will redi-
rect them to the create process page. 
 
Figure 35: Create a new process page 
At this page the user is able to create a new process by inserting the title of the process 
and a description. The privacy requirement cannot be edited as they are inherited from 
all the parent goals of the process by using the PriS methodology algorithm.  
The privacy requirements are dynamically calculated. Also, there are two buttons. The 
Save button which saves the new process and adds it to the tree, and the Cancel button 
which returns to the editor page without saving the process. 
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4.2.4 Editing a Goal 
The user is also able to edit a Goal if they change their mind about it. So, by long press-
ing on the Goal they want to modify, the bottom menu appears, in which they can press 
the edit button in order to open the edit goal page. At this page the user is able to modi-
fy all the attributes of the goal such the title, the description, the connection with its 
children, the privacy requirements or the influences. 
 
Figure 36: Editing a Goal 
Of course, the privacy requirements that are inherited by the parent goal cannot be mod-
ified. Then by pressing the Save button the user can save the changes they have made or 
by pressing the cancel button they can discard the changes. 
4.2.5 Editing a Process 
The user is also able to edit the processes they have created by long pressing on the de-
sired process and selecting the edit button from the bottom menu that will appear. Here 
the user is able to either modify the title or the description of the selected process.  
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However, the privacy requirements cannot be modified as they are inherited from all the 
parent goals of the process by using the PriS methodology algorithm. 
 
Figure 37: Editing a Process 
Then by pressing the Save button the user can save the changes they have made or by 
pressing the cancel button they can discard the changes. After saving the process, all the 
instances of this process are updated. 
4.2.6 Editor page Options Menu 
At the editor page, on the top right corner there is a menu where the user is able to per-
form the following actions.  
 
Figure 38: Editor page option menu 
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They are able to Save the project they have created, load an existing project, edit the 
available privacy technologies of the system and also import or export the privacy tech-
nologies. 
4.2.7 Edit Privacy Requirements 
By pressing the Edit Privacy Technologies option of the option menu, the privacy tech-
nologies page appears.  Here the user is able to see a list of all the privacy technologies 
that the system has. 
 
Figure 39: Edit Privacy Technologies option 
At each row of this list the name of the privacy technology appears, the privacy re-
quirements that it can fulfill, the edit button which used in order to edit the specific pri-
vacy technology and the delete button which deletes the privacy technology if the user 
decides that it is not needed any more.  
So, here the user can see all the privacy technologies of the system modify or delete 
them. Also, by pressing the plus button at the bottom right corner of the screen, the user 
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is able to add a new privacy technology.  When adding a new privacy technology, the 
user is able to enter the name of the privacy technology and the privacy requirements 
that this technology is able to handle. 
The same goes for when the user wants to edit an existing privacy technology. So, by 
pressing the edit button on the desired privacy technology, the edit privacy technology 
page appears, where the user can modify the title and the privacy requirements of the 
technology. 
 
 
Figure 40: Add (Left) and Edit (Right) a Privacy Technology 
Also, at both adding or editing a privacy technology pages there are the save and the 
cancel buttons. With the save button the new privacy technology is saved or the changes 
of the privacy technology that the user is editing area saved and with the cancel button 
the changes are discarded. 
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4.2.8 Save and Load Model 
The user also has the ability to save the project they are working on by selecting the 
Save Model option of the option menu at editor page. The project is then saved at the 
database of the application in for the user to be able to access it in the future without 
losing it. Of course, there is also the ability to load a saved project by pressing the Load 
Model option of the option menu of the editor page. 
 
Figure 41: Save and Load the project options 
So, the user can save and load their projects without losing their changes at any given 
time as they are stored at the local database of the application.  
 
Figure 42: Save and Load Model 
When the user presses the Save Model option a dialog appears, and the user has to write 
a name and press OK in order for the model to be saved. Then if the user needs to load 
the saved model, by pressing the Load Model option, a dialog appears where the user is 
able to select one of their saved models and load it the application editor. 
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4.2.9 Import and Export Privacy Technologies 
After editing the Privacy Technologies of the application, the user may desire to use the 
same privacy technologies at a different device or even send them to another user, for 
example another colleague. 
This is very helpful, as they might have added some new technologies, edited some ex-
isting ones or deleted some privacy technologies that are not needed. So, in general they 
could have made a better privacy technologies list which could more suitable for the 
specific users. 
 
Figure 43: Import and Export Privacy Technologies options 
So, by selecting the Export Privacy Technologies option, the privacy technologies are 
exported to a file, which then the user can copy it to another device or send it to another 
user. Then, the user is able to select the Import Privacy Technologies option and load 
these Privacy Technologies to their application in order to use them. 
4.2.10 Calculate Privacy Technologies 
Last but not least, the user has the ability to calculate the privacy technologies that are 
needed in order to create all the processes that the user has created by pressing the Cal-
culate button at the top bar of the editor page. 
-50- 
 
Figure 44: Calculate Privacy Technologies button 
So, by pressing this button, the application is calculating the privacy requirements of 
each process of the tree by using of course the PriS methodology, thus it can then calcu-
late the privacy technologies that are needed in order to fulfill these privacy require-
ments.  
 
Figure 45: Calculated Process Requirements and Technologies 
So, at this screen the user can see a list of all the processes of the model. For each pro-
cess the privacy requirements appear and then the implementation techniques which can 
be used in order to fulfil these privacy requirements. 
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The implementation techniques are divided to three categories. First, the application 
shows the most recommended techniques which fulfil all the privacy requirements of 
the process. So, the user can use only one of these techniques for this process. These 
implementation techniques are strongly recommended as only a single technique is able 
to solve all the privacy requirements of the process.  
Then, there are the recommended implementation techniques which are the best for 
each privacy requirements, but the user has to use one technique per one privacy re-
quirements, thus these implementation techniques are divided to categories depending 
on the privacy requirements that they fulfil. These implementation techniques are made 
to solve only this privacy requirement thus there are more recommended than others 
which can fulfill multiple privacy requirements which are not needed for the specific 
process. So, these implementation techniques are more recommended than these at the 
last group. 
 
Figure 46: Calculated Process Requirements and Technologies 2 
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At the last group, there are the rest possible implementation techniques the user is able 
to use in order to fulfill the privacy requirements of each process, but there are the least 
recommended techniques as they can solve multiple privacy requirements which they 
are not needed for the specific process 
So, depending on each process and its privacy requirements that they should fulfil, the 
application tries to find the best implementation techniques and show them to the user 
in order to have then the ability to check which implementation techniques suit their 
need and implement them for each process. 
4.2.11 Export Results to PDF file 
After the user has finished with the tree, the privacy requirements of each goal and pro-
cess and they have calculated the results of the implementation techniques of each pro-
cess, they have the ability to export the results to a PDF file so that they can send it to 
others or print it and give it to someone.  
 
Figure 47:  Export results to PDF 
So, when the user presses the Export PDF button, a dialog appears where the user 
should provide a name for the pdf file that is going to be created. Then the pdf file is 
created and saved to the device storage.  
In the pdf file, there is at the first page the tree of the model so that whoever sees the 
calculated results, they will be able to also see the tree and understands the structure of 
the information system and its processes. 
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Figure 48: PDF fie page 1 
Then at the rest of the pages there are the Processes along with their privacy require-
ments and the recommended implementation techniques like the calculated results in the 
application. 
 
Figure 49: PDF file rest of the pages 
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5 Conclusions   
In conclusion, during this dissertation, the need for designing privacy aware information 
systems was studied and explained. All aspects of privacy requirements, in order to 
manage to create such an information system, were analyzed. More specifically, the pri-
vacy requirements analyzed are: authentication, authorization, identification, data pro-
tection, anonymity, unlinkability, undetectability and unobservability. So, in order de-
signers and developers of an information system to be able to create a privacy aware 
system, the need of a CASE tool that is going to help them has raised. There are not 
many tools in market and especially there is not any tool in the form of a mobile appli-
cation, which the users could bring everywhere with them. So, a mobile application 
CASE tool which aims to assist the developers of an information system to make it as 
privacy aware as possible was created during this dissertation, as it is very important to 
have information system which conforms to all the desirable privacy requirements. This 
tool implements the PriS methodology which is one of the best methodologies in the 
field of privacy technologies. So, by using the this methodology, a user friendly and 
powerful CASE tool mobile application was created, which provides to the users the 
ability to easily create their models in a tree view model and then apply the privacy re-
quirements. Also, the tool guides the user in monitoring the impact of these privacy re-
quirements on the respective processes. Next, the tool uses the formal PriS methodology 
and calculates the process patterns of each privacy process of the system and suggests 
implementation techniques which are able to fulfill the privacy requirements of each 
process. So, the users are able not only to easily create a privacy aware information sys-
tem with the assistance of the PriS CASE tool but also carry the tool everywhere with 
them as it is located in their pocket, since it is a mobile application that anyone can in-
stall to their mobile device. 
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